FAST COMPUTATION OF ISOMORPHISMS BETWEEN FINITE FIELDS USING
ELLIPTIC CURVES

ANAND KUMAR NARAYANAN!

ABSTRACT. We propose a randomized algorithm to compute isomorphisms between finite fields using
elliptic curves. To compute an isomorphism between two fields of cardinality ¢", our algorithm takes

pito) 10g1+0(1) q + max (Kn[+1+o(l) lOg2+o(1) q+0( log5 q))
¢

time, where ¢ runs through primes dividing n but not g(q — 1) and n, denotes the highest power of ¢
dividing n. Prior to this work, the best known run time dependence on n was quadratic. Our run time
dependence on n is at worst quadratic but is subquadratic if n has no large prime factor. In particular,
the n for which our run time is nearly linear in » have natural density at least 3/10. The crux of
our approach is finding a point on an elliptic curve of a prescribed prime power order or equivalently
finding preimages under the Lang map on elliptic curves over finite fields. We formulate this as an open
problem whose resolution would solve the finite field isomorphism problem with run time nearly linear
in n.

1. INTRODUCTION

1.1. Computing Isomorphisms between Finite Fields. Every finite field has prime power car-
dinality, for every prime power there is a finite field of that cardinality and every two finite fields of
the same cardinality are isomorphic. This now well known result due to Moore [M001889] poses two
algorithmic problems. The first concerns field construction: given a prime power, construct a finite
field of that cardinality. The second is the isomorphism problem: compute an isomorphism between
two explicitly presented finite fields of the same cardinality.

Field construction is performed by constructing an irreducible polynomial of appropriate degree over
the underlying prime order field, with all known efficient unconditional constructions requiring ran-
domness. The fastest known construction, due to Couveignes and Lercier [CLI3| uses elliptic curve
isogenies. In practice, a polynomial is chosen at random and tested for irreducibility [Ben81]. Such
non canonical construction of finite fields motivates the isomorphism problem in several applications.
For instance in cryptography, the discrete logarithm problem over small characteristic finite fields is
often posed over fields constructed using random irreducible polynomials. In cryptanalysis, the quasi-
polynomial algorithm [BGJT14] for discrete logarithms works over fields constructed using irreducible
polynomials of a special form. An isomorphism computation is thus required as a preprocessing step
in cryptanalysis.

Zierler noted that the isomorphism problem reduces to root finding over finite fields and hence has effi-
cient randomized algorithms [Zie74]. Remarkably, the isomorphism problem was shown to be in deter-
ministic polynomial time by Lenstra [Len87]. Allombert [AII02] proposed a linear algebraic randomized
algorithm, close in spirit with Lenstra’s algorithm but markedly faster. Employing the (randomized)
polynomial factorization algorithm of Kaltofen and Shoup [KS99] (implemented using Kedlaya-Umans
fast modular composition [KUOS]) to find roots, Zierler’s approach yields the fastest previously known
algorithm for computing isomorphisms. Our main result is an algorithm with improved run time in
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most cases.

An alternate approach relying on cyclotomy instead of root finding was introduced by Pinch [Pin92]
and improved upon by Rains [Rai08] to give the fastest algorithm in practice. The cyclotomic method
of Pinch requires that the finite fields in question contain certain small order roots of unity. To remove
this requirement, Pinch [Pin92] proposed using elliptic curves over finite fields. This way, instead of
roots of unity, one seeks rational points of small order on elliptic curves. Our algorithm, although very
different, relies on elliptic curves as well. We take inspiration from the aforementioned algorithm of
Couveniges and Lercier [CL13]. While [CL13] used elliptic curve isogenies to solve field construction
in nearly linear time, we solve the isomorphism problem. Our algorithm may also be viewed as an
extension of Allombert’s [AlI02] using elliptic curves.

A critical component of our approach is a method to reduce the isomorphism problem for arbitrary
degrees to prime power degrees in nearly linear time. The reduction is mostly subtle linear algebra
and similar to a theorem of Shoup [Sho95][Theorem 5]] We invoke elliptic curves only to solve the
prime power cases.

Soon after posting a preprint version of the current paper online [Nar2016], I was informed of concur-
rent related work that later appeared here [BDDFS17]. Therein Brieulle, De Feo, Doliskani, Flori and
Schost address the very same isomorphism problem (and more generally finite field embedding prob-
lems) using elliptic curve based techniques similar to ours. In contrast to our emphasis on establishing
complexity theoretic bounds on the isomorphism problem, their goals are directed towards obtaining
fast practical algorithms. In particular, they present an open source implementation of their algorithm
which appears to be the current state of the art in practice.

1.2. Computing Isomorphisms and Root Finding. We formally pose the isomorphism problem
stating the manner in which the input fields and the output isomorphism are represented. Let ¢ be a
power of a prime p and let I, denote the finite field with ¢ elements. Fix an algebraic closure Fq of Fy
and let o : F, — F, denote the ¢'" power Frobenius endomorphism. We consider two finite fields of
cardinality ¢" to be given through two monic irreducible degree n polynomials f(z), g(z) € Fy[x]. The
fields are then constructed as Fy(a) and Fy(3) where a, 8 € F, are respectively roots of f(x),g(z).
Without loss of generality [CL13], all our algorithms assume the base field F, to be given as the quo-
tient of the polynomial ring over Z/pZ by a monic irreducible polynomial over Z/pZ.

An isomorphism ¢ : Fy(a) — F,(5) that fixes F, is completely determined by the image ¢(«).
We call the unique 74(z) € Fy[z] of degree less than n such that ¢(«) = rg(B) as the polynomial rep-
resentation of ¢. We are justified in seeking the polynomial representation of ¢ since given r4(x), one
may compute the image of an element in Fy(a) under ¢ in time nearly linear in n using fast modular
composition [KUOS8|. For an r(z) € Fylz] of degree less than n, r(x) is the polynomial representation
of an isomorphism from Fy(a) to Fy(B) if and only if r(3) is a root of f(x). Hence the problem of
computing the polynomial representation of an isomorphism that fixes F, is identical to the following
root finding problem.

IsomMORPHISM PROBLEM: Given monic irreducibles f(z),g(x) € F4[z] of degree n, find a root of
f(z) in Fy(B) where 8 € F, is a root of g(x).

There are two input size parameters, namely n and loggq. Prior to our work, the best known run
time was quadratic in n resulting from using [KS99) [KUOS] to find roots in the ISOMORPHISM PROB-

LEM. We are primarily interested in lowering the run time exponent in n. Our run time dependence on

*We thank an anonymous referee for pointing out the similarity
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log g will be polynomial but not optimized for. Here on, all our algorithms are Las Vegas randomized
and by run time we mean expected run time.

1.3. Summary of Results. We present an algorithm for the ISOMORPHISM PROBLEM with run time
n1+0(1) 10g1+0(1) q+ m?X ([n,g—&—l—&-o(l) 10g2+0(1) g+ O(ﬁ 10g5 q))

where ¢ runs through primes dividing n but not ¢(¢ — 1) with n, the highest power of ¢ dividing n.
Evidently, our run time depends on the prime factorization of n. Although at worst quadratic in n,
we next argue it is subquadratic for most n. If n has a large (say €(n)) prime factor not dividing
q(q — 1), our running time exponent in n is 2. In all other cases, it is less than 2. Call n with largest
prime factor at most n'/¢ as n'/¢-powersmooth. For n'/¢-powersmooth n with 1 < ¢ < 2, our run time
exponent in n is at most 2/c. The natural density of n/¢-powersmooth n tends to the Dickman-de
Bruin function p(c) and for 1 < ¢ < 2, p(c) = 1 — log ¢ [Gra0§]. In particular, n'/!!-powersmooth n
have density 1 —log(1.1) > 9/10. Hence the n with run time exponent in n at most 2/1.1 ~ 1.8 have
density at least 9/10. Likewise, n'/2-powersmooth n have density at least 3 /10. Hence the n with run
time linear in n have density at least 3/10.

The paper is organized as follows. In § the ISOMORPHISM PROBLEM is reduced in linear time
to subproblems, each one corresponding to a prime power £ dividing n. A key component in the
reduction is a fast linear algebraic algorithm (Lemma that takes a polynomial relation between
two «, 3 € F, of the same degree and computes a root of the minimal polynomial of « in Fy(3). In §
subproblems corresponding to prime powers "¢ such that ¢ divides ¢ — 1 are solved in linear time using
Kummer theory. Likewise, in § [ subproblems corresponding to powers of the characteristic p are
solved in linear time using Artin-Schreier theory. The key in both these special cases is a new recursive
algorithm to evaluate the action of idempotents in the Galois group ring that appear in the proof of
Hilbert’s theorem 90. In § 5, the generic case of a prime power ¢ where ¢t (¢ — 1)p is handled using
an elliptic curve E/F, with [, rational ¢ torsion. The analogue of Hilbert’s theorem 90 in this context
is Lang’s theorem which states that the first cohomology group H'(F,, E) is trivial [Lan78]. In §
the ISOMORPHISM PROBLEM is reduced to computing discrete logarithms in the F, rational ¢ torsion
subgroup of E. The crux of the reduction is to compute a preimage of a non trivial IF, rational ¢ torsion
point under the Lang map. In § we devise a fast algorithm to compute such a preimage using
¢ isogenies and solve the ISOMORPHISM PROBLEM of degree ¢ in ¢ +1+e() Jog*+o(l) ¢ 4 O(£log® q)
time. In § we pose an algorithmic Problem concerning Lang’s theorem, a solution to which
would solve the ISOMORPHISM PROBLEM in subquadratic time for all n.

Fast modular composition and fast modular power projection [KUOQS8|, key ingredients in our algo-
rithm, are considered impractical with no existing implementations. Practical implications of our
algorithm are thus unclear.

We also extend our algorithm to solve the following more general root finding problem: given a
polynomial over F, and a positive integer n, find its roots in Fyn (see Remark . The construction
of Fyn could be given or left to the algorithm. The former allows one to compute embeddings of one
finite field in another.

2. REDUCTION OF THE ISOMORPHISM PROBLEM TO PRIME POWER DEGREES

For a € Fy, call [F () : F,] the degree of a. For «, 8 € F,, call a ~ 3 if and only if there is an integer
j such that o = ¢7(). That is, & ~ 3 means they have the same minimal polynomial.
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Lemma 2.1. There is an pltod) logHo(l) q time algorithm that given the minimal polynomial g(x) €
Fy[z] of an o € Fy of degree n and fi(x), f2(x) € Fylz] of degree less than n such that fi(«) is of degree
n, finds an r(x) € Fy[z] such that r(B) is a root of g(x) for all B € F, satisfying fi(a) ~ f2(B).

Proof. Since a and fi(c) both have degree n, « is in Fy(fi(«)) and there is a unique h(z) =
Z?:_ol hiz' € Fy[x] such that h(fi(a)) = a. We next describe how to compute h(z).

Pick u € Fy uniformly at random and consider the Fy-linear functional

U:Fy(a) — Fpy1— u'y
where y € [y is an element of F,(a) written in the standard basis (1, , a? o anh).

Abusing notation, let h = (hg,h1,...,h,—1)" denote the coefficient vector of h(x). We will deter-
mine h(z) by solving the linear system
U@'h(fi(a))) = U(afi(@)),i € {0,1,...,2n - 2}

in its coefficients. Let A be the n by 2n — 1 matrix whose i*" column consists of fi(a)"~! written in the
standard basis. Multiplication by « is an F, linear transformation on F,(«) with matrix representation
on the standard basis being the companion matrix

i—1

000 ... 0 —g
100 ... 0 —g
X = 010 ... 0 —3g2
00 0 ... 1 —gu 1]

with respect to g(z) = Z?:_ol giz' + 2™ Let (ap,a1,-..,asm—2) = utA and (bo, b1, ..,ban_2) = ul X A.
Since X has at most 2n — 1 non zero coefficients, u' X can be computed with number of F-operations
bounded linearly in n. Given u, fi(x) and g(z), to compute u’A is an instance of the modular power
projection problem. Likewise computing u!X A given u'X, fi(z) and g(x). By [KUOQS], each of these
modular power projection instances can be solved in ntto() log1+0(1) q) time. The aforementioned
linear system in matrix form is

a al ag N anp—1 ho bo

al as as N Qp, hl b1

(1) az az a4 ... Qpyl hs | = | b2
an—1 Gn Ant1 ... G2p—2| |[hAn—1] | ban—2 |

and by [Sho99| has full rank with probability at least 1/2 for a randomly chosen u. One of its solutions
is the coefficient vector h of the h(x) we seek. Being Toeplitz, in plito() logHo(l) q) time, we can test
if it is full rank and if so find the solution h. Once h(x) is found, using [CL13, Corollary 1] to compose
polynomials, within time stated in the lemma, we output h(f2(x)) as r(z). The output is correct since

h(f2(B)) ~ h(fi(a)) = a. O

Lemma 2.2. There is an algorithm that given the minimal polynomial g(z) € Fy[x] of an o € F, of
degree m and a positive integer n dividing m, finds an element oy, € Fq(a) of degree n and its minimal

1+0(1) 2+0(1) q.

polynomial over Fq in time m log
Proof. Pick B € Fy(«) uniformly at random and set o, = Z?;/On_l o™ (), the trace of 3 down to
Fpn C Fy(a). By iterated Frobenius [vzGS92|[KUOQ8|, this trace computation can be performed in
the time stated in the lemma. Compute the minimal polynomial M (x) € F,[z] of a;, over [, using

[Sho99][KU08,, § 8.4], again, in time stated in the lemma. If the degree of M (z) is n, output «,, and
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M (x). Since the trace down to Fg» maps a random element from Fy(a) to a random element in Fyn,
we succeed with probability at least 1/2. O

We next reduce ISOMORPHISM PROBLEM to itself restricted to prime power input degree.

Lemma 2.3. Let n = [[,£™ be the factorization of n into prime powers. In plte() log2+0(1) q time,
IsoMORPHISM PROBLEM with inputs of degree n may be reduced to identical problems; one for each
prime £ dividing n with inputs of degree £™.

Proof. Consider an input f(z), g(z) € Fy[x] to ISOMORPHISM PROBLEM. Let «, 3 € F, respectively be
roots of f(x),g(x). Compute the factorization n = [],£™ of n into prime powers. For each prime ¢
dividing n, using Lemma 2.2 compute ay € Fo(«) and My(z) € Fy[z] such that o, has degree £ and
M is the minimal polynomial of . Likewise compute 3y € F,(5) and Ny(x) € Fy[z] such that §, has
degree ™ and Ny is the minimal polynomial of §,. Since ]Fqgng and Fqn sme are linearly disjoint over
Fy, both Zan oy and Z£|n B¢ have degree n. For each ¢ dividing n, solve ISOMORPHISM PROBLEM
with input My(x), Ny(z) and find a root §; of My(x) in Fy(8). Now for all £ dividing n, ay ~ f}.
Applying Lemma [2.1) to the relation >, a¢ ~ 3, By, we solve ISOMORPHISM PROBLEM with input

f(@), g(x). 0

Remark 2.4. Consider the problem of finding a root of a degree m polynomial f(x) € Fy[z] in Fgn, where
[Fgn is constructed as Fy[x]/(g(z)) for a monic irreducible g(x). Either g(x) is given or constructed in
linear time using [CL13]. We show that this problem reduces to the ISOMORPHISM PROBLEM in time
linear in m and n. In fact, the reduction finds not just one but all the roots of f(z) in an implicit
form. The output is a set of roots of f(z) whose orbit under o is the set of all roots of f(z). For f(x)
to have a root in Fyn, f(z) has to have an irreducible factor of degree dividing n. Since the number of
factors of n is at most log n, using [KUO§]|, in mito®) log2+0(1) qlogHO(l) n time, we may enumerate all
irreducible factors of f(z) of degree dividing n. For each such irreducible factor h(z), using Lemmal|2.2]
identify a subfield of Fy» and find a root h(z) in the subfield by solving the ISOMORPHISM PROBLEM.

3. RooT FINDING IN KUMMER EXTENSIONS OF FINITE FIELDS

Using Kummer theory, we solve the ISOMORPHISM PROBLEM restricted to the case when n is a power
of a prime ¢ dividing ¢ — 1. The novelty here is a fast recursive evaluation of the idempotent appearing
in the standard proof of (cyclic) Hilbert’s theorem 90.

Lemma 3.1. There is an algorithm that given a finite extension L/Fy, an integer m < [L :TFy] and a
¢ € L such that ¢ € K := {3 € L|o™(8) = B} and ¢“Kl =1, finds an o € L such that 6™ (a) = Ca
in [L : Ty oM log?toM) ¢ time.

Proof. Since the norm of ¢ from L down to K is ¢[“Fl = 1, an « as claimed in the lemma exists by
Hilbert’s theorem 90 applied to the cyclic extension L/K. We next describe an algorithm that finds
such an « in the stated time.

Define 7 := (~'o™, viewed as a K-linear endomorphism on L. By independence of characters,
ZEiS( J=1 14 is non zero. Pick § € L uniformly at random. If Z[L K]-1 7¢(6) # 0 (which happens
with probability at least 1/2), set o = Z[L K1 Z( ). Since (le F, and C_[L:K} =1,

[L:K]—1

Z ¢ i mz _a:>7-(a):aig—lgm(a):a:am(a)ZCOa

We next demonstrate Z[L K- 7%(6) can be computed fast given § € L. Our approach is similar to
the iterated Frobenius trace computation of von zur Gathen and Shoup [vzGS92|.
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Let L be given as Fy(n) for some n € Fq with minimal polynomial g(x) € Fy[z]. By repeated squaring,
in time O([L : F,]log? ¢) compute 7. For a positive integer b, let 3, denote the partial sum Zf;é ().
Our goal is to compute X1.x). For every positive integer b,

i=0 i=0 i=b i=0 i=0
-1 b-1 b-1
(2) =D TO) =3 rO)+ e’ (Z T%e)) = By = Ty + (0 "(Sy).
i=0 i=0 i=0
140(1) 14o0(1)

Given ¥y, and 7%, 6”™(3}) can be computed in [L : F] log q time using the Frobenius rep-
resentation of [vzGS92] and fast modular composition [KUOS]. Hence, given ¥, computing Yo using
equation [2| takes [L : Fq]Ho(l) log”o(l) q time, which evidently is independent of b and m.

Set ¢ = [logy[L : K]| and compute Ygc by successively computing Yo, X2, 34, ..., 3. using equa-
tion [2} Since ¢ < logy[L : K], this takes [L : F,]'+°() log!*°(W) ¢ time. If [L : K] is not a power of 2,
we recursively compute Xjr.x)_.. With the knowledge of ¥. and X1.x]—¢, Xm may be computed in

O(|L : F,]log q) time [vzGS92, KU0S] as

(3) Yink]) = Ze + ¢ 0" (B 0k —c)-
Since [L : K] — ¢ < [L: K]/2, at most log,[L : K| recursive calls are made in total. O

We next state the algorithm followed by proof of correctness and implementation details.

Algorithm 1 Root Finding Through Kummer Theory:

Input: Monic irreducibles g1(x), g2(z) € F4[X] of degree £* where ¢ is a prime dividing ¢ — 1 and a is
a positive integer.
Output: A root of g1(z) in F,(82) where 82 € F, is a root of ga(x).
1: Find a primitive £** root of unity ¢, € F,.
2: Construct Fy(81) = F e« where 31 is a root of g1 ().
> Apply lemma 3.1 with (L = Fy(B1),m = £*~1,{ = {;) and find oy € Fy(B1) such that

a—1
o () = Qo

> Compute of. (af will have degree £471.)
3: Construct Fy(B2) = F e where B2 is a root of go().
> Apply lemma with (L =Fy(B2),m =101 (= Cg) and find ay € Fy(B2) such that

-1
UW (Oé2) = (pao.

> Compute ob. (ab will have degree £471.)
4: Ifa=1,
> Find an e € F, such that e’ = af/ab.
> Apply lemma 2.1 to a; ~ ey and find a root of gi(x) in Fy(B2).
5: If a 75 1,
> Find the minimal polynomials hy(x), he(x) over F, of af, ab respectively.
> Recursively find a root o of hy(x) in Fy(ab) = Fy[z]/(ha(z)). (h1(x) and ha(z) have degree £471.)
> Find a v € Fy(ab) such that v* = a/ab.
> Apply lemma to a1 ~ yas and find a root of g (z) in Fy(B2).
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We next argue that Algorithm [I] runs to completion and is correct.
Since ¢ divides g — 1, there is a primitive ¢** root of unity in Fy, as required in Step 1.
In Step 2, o/{ is claimed to have degree /*~1. Let b be the degree of o/i. Since
a1 ¢ a1 ¢ 0 0 ¢
o (af) = (" (an)) = cfaf =af,

b divides 2. Since o®(af) = of, d®(a1)/aq is an £ root of unity. Thus o®(a;) = a; implying the
degree of o divides ¢b. Since (y # 1, a1 has degree ¢*. Thus ¢* divides b¢ and we may conclude that

a{ has degree £*~!. Likewise, in Step 3, o has degree £¢~1,

éb(

In Step 4, since a = 1, af,ab € F,. Further aj/as € F, since o(ai/az) = (Ca1)/((as) = a1/as.
Thus of /o is an £'" power in F, ensuring that an e € F, such that Qé z_laf /o exists. Hence (a1/aaz)
is an £ root of unity and there exists an integer ¢ such that oy = ol )(eag). Further o has degree
£%. Hence Lemma [2.1] when applied to the relation a; ~ eas, correctly finds the desired output.

The recursive call in Step 5 yields a root a € Fy(a%) of hi(x). Hence a = o7(af) = (09(a1))’ for
some integer j. Further, o7 (a;)/ag € Fy(ab) since

o (07 () az) = 07 (Gpan) [ (Gean) = 0¥ (1) /a.

Hence a/ab = (07(a1)/az)’ is an £** power in Fy(ab) assuring the existence of a vy that is sought in

Step 5. For such a v, 4* = (07 (a1)/a2)’ implying o7 (a1)/(yaz) is an £ root of unity. Hence, there
exists an integer ¢ such that

ol(a1) = 70" (az) = " ().
Further a1 has degree ¢*. Hence Lemma when applied to the relation oy ~ ycas, correctly finds
the desired output.

3.1. Implementation and Running Time Analysis. To implement Step 1, pick a random c € F,

and if ¢ 7 #1,set ( = ¢ . Else try again with a new independent choice ¢ € F,. We succeed in

finding a ¢ if the ¢ chosen is not a ¢** power. This happens with probability at least 1 — 1/£. The
expected running time of Step 1 is hence O(log? ¢). Running times of Steps 2 and 3 are dominated by
the ¢2+°(1) Jog?+°() ¢ time their respective calls to Lemma, take.

In Step 4, find a root a of z¢ — (af/ab) € F,[z] in F, using [vzGS92, KUOK| in £ Jog?+e) 4
time. The invocations to Lemma in Steps 4 and 5 each take ¢a+o(1) log2+o(1) q time.

In Step 5, minimal polynomials of a; and g can be computed in £9+0(1) Jog!+o() q) time [KUOS, § 8.4].
To compute 7, find a root of ¢ — a/af in Fy(ab) = Fy[z]/(ha(z)) using [vzGS92, KUOS|. Since we a
finding the root of a degree £ polynomial over a field of size qza_l, the running time ¢¢+o(1) 10g1+°(1) q)

turns out to be nearly linear in ¢°.

Algorithm [1] makes at most one recursive call to an identical subproblem of size ¢*~1. Hence at
most a recursive calls are made in total. In summary, we have the following theorem.

Theorem 3.2. Algorithm [1] solves the ISOMORPHISM PROBLEM restricted to the special case when n
is a power of a prime ¢ dividing ¢ — 1 in ntto(®) log2+°(l) q time.
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4. RooT FINDING IN ARTIN-SCHREIER EXTENSIONS OF FINITE FIELDS

Using Artin-Schrier theory, we solve the ISOMORPHISM PROBLEM restricted to the special case when
n is a power of the characteristic p. The novelty here is a fast recursive evaluation of the idempotent
in the proof of the additive version of (cyclic) Hilbert’s theorem 90.

Lemma 4.1. There is an algorithm that given a finite extension L/F, of degree [L : [Fy| divisible by
p, finds an o € L such that " Fd/P(q) = a + 1 in [L : F,) o0 logt°M ¢ time.

Proof. Let m :=[L: K|/p and K := { € L|c" () = B}. Since the trace of 1 from L down to K is 0,
an « as claimed in the lemma exists by Hilbert’s theorem 90 applied to the cyclic extension L/K. We
next describe an algorithm that finds such an « in the stated time.

Let Trp x = Zl go™ ¢ denote the trace from L to K. Pick # € L uniformly at random. If
Trr k(0 ) # 0 (which happens with probability at least 1/2), setting

= EZO’

TTL/K

ensures 0™ (a) — a = 1. We next demonstrate that given § € L, o can be computed fast.

Let L be given as Fy(n) for some n € F, with minimal polynomial g(z) € F,[x]. By repeated squaring,
in time O([L : F,]log? ¢) compute 7.

For a p051t1ve integer b, let X denote the partial sum Z 0 ic™(#) and let T, denote the partial
trace ZZ 0 0™(0). We intend to compute X, and 'y, to set a = /T,

For every positive integer b,

2b—1 ’ b—1 ' 2b—1 4 b—1 ' b—1 '
> o™ (0) = Y io™(0) + Y o™ (0) = D io™ (0) + D (b+i)o™(6)
=0 =0 i=b =0 =0
b—1 ' b—1 4 b—1 4
= ioc™(0) + bo™ (Z am1(9)> + g™ (Z z’o““(@)) .
=0 =0 =0
(4) = Yop = Xy + b (D) + o"™(Ty).
Likewise
(5) Ty, =Ty + 0" T,

Given %3, Ty and 79, (%) and ¢"?(T) can be computed in [L : F,]' M log?+°() ¢) time using the
Frobenius representation of [vzGS92] and fast modular composition [KUOS|. Hence, given ¥; and T,
computing Yo, and Iy, using equations |4| and [5| takes [L : Fq]1+0(1) log2+0(1) g time. This running time
is independent of b and m.

Set ¢ = |logyp| and successwely compute g, g, 20,9, 34,1y, ..., Xoc, ['9c using equations [4| and
Since ¢ < log, p, this takes O([L F ]log q) time. If p is not a power of 2, we recursively com-
pute X,_oc and I'p_oc. With the knowledge of Yac,I'gc, ¥ _9¢,I')_oc, we may compute 3, and I', in

O(|L : F,]log q) time as
(6) Zp = 220 + 200m2c(2p,2c) + O'mQC (prgc), Fp = Fg + O'm2c (przc).

Since p — 2¢ < p/2, at most log, p recursive calls are made in total. O
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We next state the algorithm followed by proof of correctness and implementation details.

Algorithm 2 Root Finding Through Artin-Schreier Theory:

Input: Monic irreducibles g;(z), g2(z) € Fy[X] of degree p* where a is a positive integer.
Output: A root of gi(z) in F,(82) where 83 € F, is a root of ga(z).
1: Construct Fy(81) = Fpe where £ is a root of g1(z).
> Apply Lemma [4.1) with L = F,(51) and find a1 € Fy(f1) such that

a—1

o’ () =ag + 1.

> Compute o] — ay. (of — ay will have degree p®~*.)
2: Construct Fy(B2) = F e where (3 is a root of ga(z).
> Apply Lemma [4.1) with L = F,(52) and find ay € Fy(f2) such that

apail(ag) =ay+ 1.
> Compute o — ag. (b — ag will have degree p®~*.)
3 Ifa=1,
> Find an e € F,, such that e’ —e = (af — a;) — (oh — ag).
> Apply Lemma to oy ~ ag + e and find a root of g;(z) in Fy(B2).
4: If a 75 1,
> Find the minimal polynomials hi(z), he(z) over F, of of — aq, ol — ag respectively.
> Recursively find a root a of hy(z) in Fy(ah — ag) = Fylx]/(h2(2)). (hi(x) and he(z) have degree
Ea—l‘)
> Find a v € Fy(ab) such that 77 — v = a — (ab — az).
> Apply Lemma 2.1/ to a; ~ a2 4+« and find a root of g;(x) in Fy(52).

We next argue that Algorithm [2| runs to completion and is correct.

In Step 1, o — a1 is claimed to have degree p®~!. Let b be the degree of o/ — ay. Since

a—1

a p
aP (af—al):(ap 1(a1)) —oP (al):aﬁj—kl—(al—l—l):off—al,

b divides p®~!. Since oy is a root of zP — z — (af — o) and a; has degree p®, of — oy has degree at
most p®~ 1. Thus of — oy has degree p?~!. Likewise, in Step 2, of — as has degree p?~L.

In Step 3, since a = 1, of — ag,0b — ay € F,. Further a; — ag is in Fy since o(a; — ag) =
(a1+1)—(ag+1) = a1 —ag. Thus a3 —as € Fyis aroot of 2¥ —xz— ((of —a1) — (ah — ) ) ensuring that
an e € F, such that e? —e = (o — 1) — (o — ag) exists. The roots of 2 —x — ((af — 1) — (o — a2))
are {e,e+1,e+2,...,e+ (p—1)}. Hence a; — ay = e. Further oy has degree ¢%. Hence Lemma
when applied to the relation ay ~ ag + e, correctly finds the desired output.

The recursive call in Step 4 yields a root o € Fy(ah — ag) of hi(z). Hence a = o (a
(07(a1))P — 07 () for some integer j. Further, 07 (a1) — ag € Fy(ah — ag) since

o (07 (1) — az) = 0¥ (a1 + 1) — (a2 + 1) = 0¥ (1) — @
Hence 07 (1) — ag € Fy(ah — ag) is a root of 2P —x = o — (ah — ap) assuring the existence of  sought
in Step 5. For such a v, the roots of 2 — z — (a — (o — a2)) are {y,v+ 1,7y +2,....,v+ (p — 1)}.
Hence 0/ (1) — aa = . Further a; has degree %, Hence Lemma when applied to the relation
a1 ~ ag + 7y, correctly finds the desired output.
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4.1. Implementation and Run Time Analysis. Running times of Steps 1 and 2 are dominated
by their respective calls to Lemma each taking p®to() log2+°(1) q time.

In Step 3, find a root e of 27 — z — ((of — 1) — (b — ag)) € Fylz] in Fy using [v2GS92, [KUOS]
in ptto®) log2+0(l) q time. Invocations to Lemma in Steps 3 and 4 take peto() log2+0(1) q time.

In Step 4, minimal polynomials of of — a1 and o} — ey can be computed in p*+°M) log'+°() ¢ time
[KUO8, § 8.4]. To compute v, find a root of 2 —z — (a0 — (o — a2)) in Fy(ah — ag) = Fylx]/(he(z))

using [vzGS92, [KUOg|. Since we a finding the root of a degree p polynomial over a field of size qpail,

a+o(1) 14+o0(1)

the running time p log q turns out to be nearly linear in p®.

Algorithm [2| makes at most one recursive call to an identical subproblem of size p®~!.

most a recursive calls are made in total. In summary, we have the following theorem.

Hence at

Theorem 4.2. Algorithm [9 solves the ISOMORPHISM PROBLEM restricted to the special case when
n = p® in nttoM log*+°M ¢ time.

5. RooT FINDING OVER EXTENSIONS OF FINITE FIELDS USING ELLIPTIC CURVES

We solve the ISOMORPHISM PROBLEM restricted to the case when 7 is a power ¢% of a prime ¢ { g(¢—1)
in (ot1+o() Jogl+o() ¢ 4 O(¢log® ¢) time. Through this section, fix a prime ¢ such that £t ¢(q — 1),
Va4 2z 5¢3 and a positive integer a.

5.1. Elliptic Curves with F,-rational /-torsion. Let E be an elliptic curve over F; such that ¢
divides |E(F,)| but £2 does not. Let o : E — E denote the ¢'* power Frobenius endomorphism and
t € Z the trace of og. The characteristic polynomial Pg(X) := X? —tX + ¢ € Z[X] of o factors
modulo /¢ as
X2 tX+¢g=(X—-1)(X—¢q) mod /.
To see why 1 is a root of Pg(X) modulo ¢, observe Pg(1) = |E(F,)| and ¢ | |E(FF,)|. The other root is
q, since the product of the roots is ¢. By Hensel’s lemma, there exists A\, u € {0,1,...,0%71 — 1} such
that
X2 X +q=(X—-XN)(X —p) mod 1,
where A =1 mod ¢ and y = ¢ mod £. Hence there exists Py, P, € E[(*T!], each of order **1 such
that
E[“T) = (P\) @ (P,),0p(P\) = AP\ and op(P,) = uP,.
Since A =1 mod £ and (2 { |E(F,)|, A = 1 + 4 where v := (A — 1)/{ € Z>( and ged(y, ) = 1.

5.2. Root Finding Through Discrete Logarithms in Elliptic Curve. In this subsection, we
devise an algorithm for the ISOMORPHISM PROBLEM that involves discrete logarithm computations in
elliptic curves. We begin with a few preparatory lemmata.

Lemma 5.1. Py € E(F ) and x(Py) has degree £°.

Proof. Let ¢ be the smallest positive integer such that o% P\ = Py. To claim P, € (qua), it suffices
to show ¢ = ¢*. Further, ¢ = ¢* would also imply that x(P)) has degree (%, for if x(Py) were in a
proper subfield of F . then ¢ has to be a proper divisor of £*. Since op(Py) = APy and P, has order
(21 ¢ equals the order of A mod ¢t in (Z/¢*T1Z)*. For A\° = (1 +v/)¢ =1 mod £**! to hold, it
is necessary and sufficient that £* divides c¢y. Hence ¢ = £°. O

Lemma 5.2. E(F . )[(*T] = (Py)
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Proof. From Lemma (Py) C E(Fy0). Since E[(*t!] = (Py) @ (P,), to claim the lemma it suffices
to prove E(F o) N (P,) = {O}. If E(Fyue) N (P,) # {O}, then 3P € E(F ) N (P,) of order (.
Since P € E(Fye), oy P = P and since P € (P,), opP = pP. Hence p*"P = P. Since P has
order £, ' —1 =0 mod ¢. Since ¢ is a prime, raising to ¢** powers modulo ¢ is the identity map
implying © = 1 mod ¢. Since ged(¢,q — 1) = 1, this contradicts the fact that 4 = ¢ mod ¢. Thus

E(F )N (P,) ={0}. O
The group ¥ := (0|l = 1) actson E(F ). For P € E(F ), denote by . P the orbit { P, o P, . ea 1p}
of P under X.

Lemma 5.3. The set (Py) \ (¢Py) is the following disjoint union of orbits

(P\)\ (£Py) = U S.2Py.

Proof. For every z € {0,1,...,0 — 1}, 2P\ C (Py) \ (¢(Py) and |X.2Py\|= (*. Further, [(P\) \ (¢(Py)|=
£4(¢ —1). It is thus sufficient to prove for distinct 21,22 € {1,2,...,£ — 1} that 21 P\ N 22P) = 0. If
21 P\ = 029 Py for some 21,23 € {1,2,...,¢ — 1} and j € {0,1,...,0% — 1} then,

APy =MNzPy =21 — Mz =0 modﬁ“:>zl—(1+'y€)j2220 mod ¢* = z1 = 29 mod /.

Let Trg : E(F ) — E(F =) denote the trace like map that sends P to ZE__Ol UEP The next lemma
states that distinct 3 orbits of (Py) \ (/Py) have distinct images under Trg.

Lemma 5.4. For all Py, Py € (Py\) \ ((Py\), Tre(P1) = Trg(P) if and only if £.P, = X.P;.

Proof. If P1, Py € (Py) \ ((Py) and X.P; = ¥.P,, then 35 € {0,1,...,4% — 1} such that P» = O'EP1

Hence, Tr(P;) = TTE(oi;Pl) = O'ETTE(Pl) Trg(Py). We next prove the converse, that is, the “only
if” part of the lemma. For every a € F, at most ¢*° — 1 elements in Fga have trace (down to Fy) . If
Trg(Py) = O, then

.
[B(y) : Tri(E(F )] > £ = [EFw)|< (1 n 2) .

This contradicts the Hasse-Weil bound |E(F e )|> q" —2y/q". Thus Trg(Py) # O.

Let P, P, € (P\)\ (¢Py) and Trg(Py) = Trg(P,). By Lemmal5.3] there exists 21,20 € {1,2,...,0—1}
such that P; € ¥.z1P\ and P» € ¥.z9P\. Hence Trg(Py) = Tre(z1P\) = z1Trg(Py). Likewise,
Trg(Py) = 2Trg(Py). Since Trp(P1) = Tre(P2), (21 — 22)Trg(Py) = O. Since Trg(Py) € E(F,)[4],
|E(F,)[¢]|= ¢ and Tr(Py) # O, the order of T'rg(Py) is £. Hence z; — zg =0 mod ¢ thereby implying
X.P =3P, O
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Algorithm 3 Root Finding Through Elliptic Curve Discrete Logarithms

Input: Monic irreducibles gi(z), g2(x) € Fg[X] of degree £* where £ < /g is a prime not dividing
q(q —1). _
Output: A root of gi(z) in Fy(ap) where as € Fy is a root of ga(x).
1: Find an elliptic curve E/F, with ¢||E(F,)| and ¢2{ |E(F,)|.
2:
> Construct F e as Fy(a1) where o is a root of g1(x).
> Find a point P; € E(F ) of order £*1.
> x(Pp) is obtained as f1(a1) for some fi(z) € Fy[x] of degree less than ¢¢.
> Compute Trg(Py).

> Construct F e as Fy(az) where ag is a root of ga(w).
> Find a point Py € E(F ) of order £**1.
> Compute Trg(P).
4: Find the z € {1,...,£—1} such that Trg(Py) = zTrg(P,) by solving a discrete logarithm problem
in the order ¢ cyclic group E(F,)[¢].
5. Compute zP and obtain z(2P») = fa(a2) for some fo(x) € Fy[x] of degree less than £¢.
6: Apply Lemma [2.1] to the relation fi(aq) ~ fa(ag) and output a root of gi(x) in Fg(as).

We first argue that algorithm [3| is correct. An elliptic curve E/F, as required in Step 1 exists as
¢? < ./q implies ¢ has a multiple not divisible by ¢? in the Hasse interval. As P; and P, are both in
E(F ) and of order ¢°+1 by Lemma Py, Py € (Py) \ ¢(P\). Hence by Lemma there exists
z€{1,2,...,£ — 1} such that

(7) P =%.2P,.
By Lemma [5.4] equation |7] holds if and only if
(8) TTE(Pl) = ZTTE(PQ)

Hence z as desired in Step 4 exists and further for such a z, there exists an integer j such that
Py = 0, (2P,) implying fi(a1) ~ fa(as).

The bottleneck in the algorithm happens to be computing a point of order £**! in Steps 2 and 3.
An algorithm for this task is presented in the subsequent subsection. For now, we discuss the imple-
mentation of the other steps. In Step 1, we generate elliptic curves E/IF, by choosing a Weierstrass
model over F; uniformly at random. Then we compute |E(F,)| using Schoof’s point counting algorithm
in O(log® ¢) time and check if /| |E(F,)| and €2 { |[E(F,)|. Since 53 < /g, the probability that ¢||E(F,)|
and ¢2 1 |E(F,)| is close to 1/(¢—1) [Howl, Thm 1.1]. Hence Step 1 can be completed in time O(¢log® q).
The iterated Frobenius algorithm of von zur Gathen and Shoup [vz2GS92] implemented using fast mod-
ular composition [KUO8] computes traces in finite field extensions in nearly linear time. With minor
modifications (performing elliptic curve addition in place of finite field addition), it computes Trg(P;)
and Trg(P,) in Steps 2 and 3 in gato(l) logHo(l) q time. The discrete logarithm computation in Step
4 can be performed with O(v/¥) E(F,)-additions by the baby step giant step algorithm. Since z < ¢,
Step 5 only takes O(log(¢)) E(F ) additions. From Lemma Step 6 runs in £97°M) Jog' M) ¢ time.

5.3. Lang’s theorem and Finding ¢ Power Torsion with ¢ Isogenies. In §[3land §[4], we exploited
certain idempotents in proofs of Hilbert’s theorem 90 to solve the ISOMORPHISM PROBLEM restricted

to the case where n is a power of a prime ¢ dividing p(¢—1) in linear time. The bottleneck in Algorithm
for the case £1p(q—1) is
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Problem 5.5. Given a monic irreducible g(z) € F,[z] of prime power ¢* degree (where ¢ { p(q — 1)),
an elliptic curve E/F, (where ¢ divides |E(F,)| but 2 does not) and |E(F,)|, find a generator of
E(F o )[0*T1] where F e is constructed as Fy(a) for some root o of g(x).

We next solve Problem using elliptic curve isogenies.

Algorithm 4 Finding ¢ Power Torsion:

Input:
> Monic irreducible g(x) € F,[X] of degree £* where £ < ,/q is a prime not dividing g(q — 1).
> An elliptic curve E/F, such that ¢||E(F,)| and ¢ { |E(F,)|.
> |E(F,)|-
Output: A point P € E of order (4™ with coordinates in F,[z]/(g(x)).
1: Construct F e as Fy(a) for a root « of g(z).
2: Let ¢ : E —» E be the isogeny with kernel ker(:) = E(F,)[e).
> Compute a Weierstrass equation for E /Fq.
> Compute ¢,(x),,(z) € Fylz] such that x(«(R)) = ¢, (x(R))/¢.(x(R)),VR € E.
3: Ifa=1 o
> Find a point T' € E(F,) of order ¢.
> Find a root v € Fy(«) of ¢,(x) — x(T),(z) € Fq[z].
> Output a point in £ with x-coordinate ~.
4: Ifa#1
> Find & € Fy(a) of degree £2~1 and its minimal polynomial M (x) € F,[z] by Lemma
> Recursively find a point Pe E(quaq) of order ¢* by calling this very algorithm with input
(M(x), E/Fq, |E(Fq)]). ~
> Find a root n € Fy(a) of ¢,(z) — x(P)¢,(z) € Fy(a)x].
> Output a point in £ with x-coordinate ~.

In Step 2, the Weierstrass equation for E and the polynomials ¥, (x) and ¢,(r) can all be computed
in £9to(M 1og?t°(M) 4 time [CLI3]. In Step 3, a point T € E(Fq) of order ¢ can be found in O(¢log q)
time as follows: generate R € E(Fq) at random and output T = \E(Fq)\ /¢ if its not the identity.
Note we know don’t have to compute \E(IFQ)\ since \E’(Fq)\: |E(F,)|. The root finding in Step 3 takes
2o 1og?+°() ¢ time using [KS99, KUOS]. By [CLI3], a root v of ¢,(x) — x(T)ih,(x) € Fylz] has
degree ¢ and the two points in E with x-coordinate v both have order £2 and are in E (Fye). Thus the
output at the end of Step 3 is correct. Likewise, in Step 4, by [CLI3], a root 7 of ¢,(z) — x(P)i,(z)
has degree /¢ and the two points in E with x-coordinate 1 both have order 2! and are in E (F g ).

Hence the output at the end of Step 4 is correct. The root finding in Step 4 takes (101 Joglte() 4
time using [KS99, IKUOQS8] and is the bottleneck. The number of recursive calls is at most a which being
logarithmic in £* can be ignored in the run time analysis.

Using Algorithm [] as a subroutine, Algorithm [3] solves the ISOMORPHISM PROBLEM restricted to
the special case when n = £ for some prime ¢ such that £ { g(¢ — 1) and 5¢3 < /- The restriction
503 < \/q may be removed without loss of generality. For if 5¢3 > /g in the ISOMORPHISM PROBLEM,
we may pose the problem over a small degree extension Fyu instead of F, where d is the smallest

positive integer such that £ < /q% and £ 1 d (c.f.[Rai08]). In summary, we have proven

Theorem 5.6. Algorithm [J solves the ISOMORPHISM PROBLEM restricted to the special case when
n =% for some prime £ q(q — 1) in ¢o+1+e() log'to) ¢ + O(llog® q) time.
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The running time is subquadratic in the input degree £* if ¢ > 1. If a = 1, that is, if the input degree
is a prime ¢, the running time is quadratic. The question if a sub quadratic algorithm for the later
case exists remains open. We look to Lang’s theorem, an elliptic curve analogue of Hilbert’s theorem
90 in hopes of solving the bottleneck Problem in subquadratic time. Lang’s theorem states that
the first cohomology group H!(F,, E) of an elliptic curve E over F, is trivial. That is, the Lang map
Y : E — FE taking P to og(P) — P is surjective. Problem is rephrased in terms of computing
preimages under the Lang map as the following Problem [5.7] Problems and are equivalent since
the preimage of E(F)[] \ {O} under ¢ is E(F g )[(*T1].

Problem 5.7. Given a monic irreducible g(x) € F,[z] of prime power ¢* degree (where ¢ { p(q — 1)),
an elliptic curve E/F, (where ¢ divides |E(F;)| but ¢? does not) and |E(F,)|, find a preimage under
the Lang map ¢ of E(F,)[(] \ {O} in E(F ) where F c is constructed as Fy(a) for some root a of

g(z).

OPEN PROBLEM: Solve Problem or Problem in time sub quadratic in (.
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